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Elder fraud is among the most consequential and underreported forms of financial crime in the United
States and globally. According to the Federal Bureau of Investigation's (FBI) 2023 Elder Fraud Report,
Americans aged 60 and older lost more than $3.4 billion to fraud schemes in that year alone — a
figure experts widely believe understates actual losses due to chronic underreporting driven by
shame, cognitive impairment, and lack of awareness.

Beyond financial harm, scams inflict measurable psychological damage, including depression, anxiety,
diminished trust, and accelerated cognitive decline. Victims of elder fraud are statistically more likely to
require long-term care sooner than non-victimized peers of the same age cohort.

This guide synthesizes peer-reviewed research, federal agency guidance, and field-tested best
practices into an actionable reference for individuals, families, and institutions committed to protecting
older adults.

Demographic and Financial Factors

Older adults collectively control a disproportionate share of national wealth. In the United States,
adults aged 70 and older hold approximately 27% of total household wealth, making them high-value
targets. Many older adults also have:

* Predictable fixed incomes (Social Security, pensions, annuities)
» Established credit histories and home equity
* Larger savings accumulated over decades
* More accessible liquid assets than younger adults
Several psychosocial factors increase susceptibility:

Social isolation is the single most powerful predictor of elder fraud victimization. Isolated adults are
more receptive to unsolicited contact from strangers, more likely to engage in extended phone or
online conversations with scammers, and less likely to have trusted persons available to consult
before making financial decisions.

Cognitive changes associated with normal aging and dementia affect executive function — the set of
mental skills governing impulse control, decision-making, and the ability to detect deception. Research
published in the Journal of General Internal Medicine (Han et al., 2020) found that even subtle
declines in financial literacy precede clinical dementia diagnoses by years.

Generational trust norms many older adults were raised in an era of greater institutional and
interpersonal trust. Norms around courtesy (not hanging up on callers, not appearing rude) can be
exploited by fraudsters trained in social engineering.

Fear and urgency susceptibility stress hormones triggered by manufactured urgency (e.g., "Your
grandson is in jail right now") impair rational decision-making in all age groups, but older adults may
have slower neurological recovery from stress responses.

Rapid changes in digital communication have created asymmetries between scammer capabilities and
older adult defenses:
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» Caller ID spoofing can make calls appear to originate from government agencies, banks, or
known contacts

* Al-generated voice cloning enables "grandparent scams" with unprecedented realism

» Phishing emails and fake websites have become visually indistinguishable from legitimate
counterparts

» Gift card and cryptocurrency payment demands are less familiar to older adults as red flags

The National Council on Aging estimates that fewer than 1 in 44 cases of elder financial abuse is ever
reported. Barriers include:

* Shame and embarrassment about being deceived

* Fear of losing financial autonomy if family discovers vulnerability

* Uncertainty about whom to contact

* In cases of family-perpetrated fraud, fear of consequences for loved ones
* Cognitive impairment affecting memory of the incident

Underreporting perpetuates the problem by limiting law enforcement data, reducing prosecutorial
resources, and allowing scammers to operate undetected.

Common Scams

Elder fraud encompasses dozens of distinct scheme types. The following taxonomy organizes the
most prevalent by mechanism and primary contact channel.

Phone-Based Scams

Government Impersonation Scams Fraudsters pose as IRS agents, Social Security Administration
officials, Medicare representatives, or law enforcement. Common narratives include: unpaid taxes
resulting in imminent arrest, suspended Social Security numbers, Medicare overpayments, or
outstanding warrants. The IRS and SSA will never demand immediate payment by phone, threaten
arrest, or request gift card payment.

Grandparent Scams (Family Emergency Scams) A caller pretends to be a grandchild (or a
lawyer/police officer speaking on behalf of one) and fabricates an emergency — typically an arrest,
accident, or medical crisis — requiring an urgent wire transfer or cash. Al voice-cloning technology
now enables scammers to convincingly impersonate the actual voices of family members.

Utility Disconnection Threats Callers claim to represent a utility company and threaten immediate
service disconnection unless payment is made within the hour. Payment is demanded via gift cards,
prepaid debit cards, or wire transfer.

Tech Support Scams A caller or pop-up window claims the victim's computer is infected or
compromised, offering "free" remote technical support. Remote access is then used to install malware,
harvest passwords and banking credentials, or directly transfer funds.

Prize and Lottery Scams Victims are told they have won a contest they never entered, but must pay
taxes or fees in advance to claim the prize. No legitimate lottery requires advance payment to receive
winnings.
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Online and Email-Based Scams

Phishing Attacks Emails appearing to originate from banks, Amazon, PayPal, the IRS, or other trusted
entities direct recipients to fake login pages designed to harvest credentials. Spear-phishing uses
personalized information (available from data breaches or social media) to increase believability.

Romance Scams Fraudsters create fake profiles on dating websites or social media platforms and
cultivate extended romantic relationships — sometimes lasting months — before introducing a
financial crisis requiring the victim's help. In 2023, the FBI reported romance scams caused more than
$650 million in losses to adults over 60.

Online Shopping and Auction Fraud Counterfeit goods are sold through fake e-commerce sites or
misrepresented on legitimate platforms. Victims pay for items that are never delivered or are
substantially different from advertised descriptions.

Investment and Cryptocurrency Fraud Scammers operating on social media or fake investment
platforms promote fraudulent opportunities promising extraordinary returns. "Pig butchering" scams
involve building trust through romantic or friendly relationships before introducing a fake investment
platform.

In-Person and Home-Based Scams

Home Repair and Contractor Fraud Unsolicited contractors appear at the door following storms or
simply canvassing a neighborhood. They charge for unnecessary work, perform substandard repairs,
or collect payment and never return. Older homeowners living alone are primary targets.

Door-to-Door Sales Scams High-pressure sales of overpriced or fraudulent products — medical
devices, magazine subscriptions, water purifiers, security systems — exploiting polite engagement
norms.

Deed and Title Fraud In an emerging and particularly damaging form of fraud, perpetrators use forged
documents to transfer title of a victim's home to themselves, then take out loans against the property
or attempt to sell it.

Charity Solicitation Fraud Fake charities — often with names resembling legitimate organizations —
solicit cash donations, particularly following natural disasters or during holiday seasons.

Financial Product and Professional Scams

Annuity and Insurance Fraud Unscrupulous financial advisors sell unsuitable or fraudulent annuity
products, whole life policies, or reverse mortgage products that enrich the seller at the client's
expense.

Medicare and Health Insurance Fraud Fraudsters bill Medicare for services never rendered by offering
"free" screenings and obtaining Medicare numbers. Victims may face disrupted coverage or IRS
complications.

Identity Theft Personal information gathered through data breaches, mail theft, or social engineering is
used to open credit accounts, file fraudulent tax returns, or access existing financial accounts.
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The Warning Signs

Warning Sign

Explanation

Urgency and pressure

Legitimate organizations do not require immediate decisions. Urgency is engineered
to prevent victims from consulting others or verifying claims.

Gift card or wire transfer payment
demands

No legitimate government agency, utility company, or business accepts gift cards as
payment. This is the signature payment method of fraud.

Threats of arrest or legal action

Government agencies communicate through official mail before taking legal action.
Phone calls threatening immediate arrest are universally fraudulent.

Requests for secrecy

Instructions not to tell family members, attorneys, or bank employees are designed
to isolate the victim from protective intervention.

Unsolicited contact

Unexpected calls, emails, or visitors offering prizes, opportunities, or warnings
should be treated with strong default suspicion.

Too good to be true

Promised returns exceeding market rates, unexpected prize winnings, and effortless
financial opportunities reliably indicate fraud.

Caller ID or email address
inconsistencies

Caller ID can be spoofed. Even if a number or email domain appears legitimate,
independent verification through official contact channels is always warranted.

Requests for remote computer
access

Legitimate tech support companies do not proactively call customers. Any
unsolicited request to install remote-access software should be refused.

Behavioral Warning Signs in Potential Victims

Family members and caregivers should watch for these behaviors in older adults they support:

* Unusual ATM withdrawals, especially in large or repetitive amounts

* Receipt of unsolicited materials (sweepstake notices, investment offers)

* Increased or secretive telephone use

* Unexpected purchases of gift cards in multiple denominations

* New, unfamiliar individuals taking an unusual interest in the older adult's finances

* Unexplained anxiety or secrecy around financial matters

» Bills going unpaid despite adequate income

» Changes in banking patterns flagged by financial institutions

Protective Safety Habits

The most durable protection against elder fraud is the cultivation of consistent behavioral habits that
create friction between fraudulent contact and victim compliance.

Screen all calls. Allow unknown numbers to go to voicemail. Legitimate callers with urgent matters will
leave a message. Fraudsters typically do not.

Establish a "pause and verify" rule. Before taking any action requested over the phone — sending
money, providing personal information, or granting computer access — pause and independently
verify the caller's identity by hanging up and calling the organization directly using a number obtained
from their official website or a physical statement.
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Designate a trusted contact. Choose one or two trusted people (family member, attorney, financial
advisor) to consult before making any significant financial decision prompted by a phone call. Explicitly
tell banks and investment firms who this trusted contact is.

Never provide sensitive information to inbound callers. Social Security numbers, Medicare numbers,
bank account numbers, credit card numbers, and passwords should never be provided in response to
unsolicited calls — even if the caller appears to know partial information about the recipient.

Resist urgency. Manufacture a personal rule: "I never make financial decisions on the same day | am
contacted." Fraudsters cannot tolerate delays; legitimate callers can.

Register with the National Do Not Call Registry. While this does not stop illegal scam calls, it reduces
overall unsolicited call volume and helps identify illegitimate callers who ignore the registry.

Verify before clicking. Email links should be verified before clicking by hovering over the hyperlink to
reveal the actual destination URL. Unexpected requests from banks, government agencies, or
retailers should be handled by navigating directly to the organization's official website rather than
clicking embedded links.

Use strong, unique passwords. Each financial account should have a distinct password of at least 12
characters combining letters, numbers, and symbols. Password managers (see Section 6) simplify this
practice.

Enable multi-factor authentication (MFA). MFA requires a second verification step (typically a text
message code or authenticator app) in addition to a password. Even if credentials are compromised,
MFA prevents unauthorized account access.

Secure social media privacy settings. Limit publicly visible personal information — birth date, address,
family member names, pets — that scammers use to personalize attacks.

Be cautious about what is shared. Avoid posting information that could confirm identity or answer
security questions: mother's maiden name, first car, high school, and similar information commonly
used by banks and other services.

Verify charitable organizations before donating using tools such as GuideStar, Charity Navigator, or
the IRS Tax Exempt Organization Search.

Monitor accounts regularly. Review bank and credit card statements monthly, and use electronic alerts
to flag transactions above a designated threshold.

Place a credit freeze. A credit freeze (available free from all three major bureaus — Equifax, Experian,
TransUnion) prevents new credit accounts from being opened in the victim's name without explicit
authorization.

Set up low-balance alerts and transaction limits. Many banks allow customized alerts for withdrawals,
online purchases, or international transactions. Daily withdrawal limits can be reduced at the account
holder's request.

Establish a trusted financial account monitor. Voluntarily add a trusted family member or attorney as a
limited co-monitor (not co-owner) who can review statements without controlling the account.

Use EverSafe or similar monitoring services. Services specifically designed for elder financial
protection flag unusual spending patterns and alert designated family members (see Section 6).

Shred financial documents before disposal. Use a cross-cut shredder for all documents containing
account numbers, Social Security numbers, or other sensitive information.
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Do not engage with unsolicited door-to-door sellers or contractors. Posting a "No Soliciting" sign
provides a conversational basis for declining. Any legitimate contractor can be found, vetted, and hired
on the homeowner's own timeline.

Verify the identity of anyone claiming to represent a utility or government agency. Ask for identification,
close the door, and call the agency's official number to confirm the visit is authorized before allowing
entry.

Never pay cash for home repairs. Legitimate contractors accept checks or credit cards and provide
written contracts and receipts. Never pay the full amount in advance.

Be cautious with "helpful" strangers. While most people who offer assistance are genuinely kind,
scammers sometimes use casual encounters to gather personal information, identify isolated victims,
or establish pretexts for follow-up contact.

Remedy and Recovery Approaches

When fraud occurs, rapid and well-sequenced response substantially affects both financial recovery
and psychological outcomes. Victimization is never the fault of the victim, and effective recovery is
achievable.

Immediate Response Steps

Step 1: Stop all ongoing payments. If transfers, gift card purchases, or cryptocurrency transactions are
still in progress, halt them immediately. Contact the bank, gift card issuer, or wire transfer service.
Some institutions have dedicated fraud recovery desks that can place holds on in-progress transfers.

Step 2: Secure all accounts. Change passwords for all financial accounts, email, and any accounts
where personal information may have been shared. Enable MFA on all accounts that support it.

Step 3: Do not return calls from the scammer. Even if the fraudster contacts the victim claiming to help
recover funds (a secondary "recovery scam"), all contact should cease.

Step 4: Preserve evidence. Retain all communications — emails, text messages, call logs — without
deleting them. This evidence is essential for law enforcement and financial institution fraud claims.

Step 5: Notify trusted contacts. Inform a trusted family member, attorney, or financial advisor as soon
as possible. Their support is essential for coordinating the subsequent steps and providing emotional
support.

Financial Recovery Pathways

Contact the financial institution immediately. Banks and credit card companies have fraud recovery
processes and may be able to reverse unauthorized transactions, particularly if reported quickly. The
Fair Credit Billing Act and Electronic Fund Transfer Act provide statutory protections for many
transaction types.

Wire transfer recovery. Wire transfers are among the most difficult to reverse, but the FBl and FTC
may be able to assist if international banking relationships are involved. Contact the Internet Crime
Complaint Center (IC3.gov) and provide detailed information immediately.

Gift card issuers. Apple, Google, Amazon, and maijor retail gift card issuers have fraud reporting
departments. While recovery is not guaranteed, early reporting before gift card balances are used
offers the best chance of partial recovery.

© All rights reserved, Orange County Science Institute, 2026



Credit card chargebacks. Credit card transactions carry stronger consumer protections than debit card
transactions or bank transfers. Chargebacks can often be initiated for fraudulent charges.

Credit freeze and identity theft remediation. If personal information was compromised, place a credit
freeze with all three major bureaus and file an identity theft report at IdentityTheft.gov (FTC), which
generates a personalized recovery plan.

Reporting to Authorities

Reporting is essential even when full financial recovery is uncertain. Reports contribute to investigative
intelligence, may result in asset recovery, and help protect other potential victims.

Federal Trade Commission (FTC): ReportFraud.ftc.gov — The primary federal consumer fraud
reporting portal. Reports are shared with law enforcement partners including the FBI and state
attorneys general.

Internet Crime Complaint Center (IC3): IC3.gov — The FBI's online fraud reporting portal, particularly
important for internet-facilitated crimes and wire fraud.

FBI Elder Fraud Hotline: 1-833-FRAUD-11 (1-833-372-8311) — Dedicated elder fraud reporting line
staffed by FBI agents trained in elder financial crime.

Psychological Recovery

The psychological impact of fraud victimization is frequently underestimated. Research documents
that fraud victims experience rates of depression, anxiety, and post-traumatic stress comparable to
victims of violent crime. Addressing psychological recovery is as important as financial remediation.

Destigmatization is the first step. Fraud is a crime perpetrated by sophisticated professionals.
Victimization reflects the skill of the fraudster, not the intelligence or character of the victim. Families
and care providers should communicate this explicitly and consistently. Mental health support
resources:

* The AARP Fraud Watch Network helpline (877-908-3360) provides support from trained fraud
counselors, not only information

» The National Center for Victims of Crime (victimsofcrime.org) provides referrals to local
counseling resources

» Primary care physicians can screen for depression and anxiety following victimization and
provide referrals

Social support. Widening the social network, which may have been compromised by shame and
withdrawal, is therapeutically important. Support groups for fraud victims — available through some
senior centers and online — reduce isolation and shame.

Legal and advocacy support. Legal aid organizations in most jurisdictions provide free or reduced-cost
representation to elder fraud victims. Victim advocates can accompany older adults through law
enforcement reporting processes.
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